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Sensitivity labels - what do they look like

» Like me you may have heard about sensitivity labels but what does that mean to your
reports, data or documents. Some of the questions this session will answer;

— what do they look like in Power B

— what do they look like in Azure SQL

— what do they look like in Azure Purview
— what do they look like in 0365

— how to maintain and manage them

In this session we will go through setting up sensitivity labels and see them across
multiple platforms ( Power BIl, Azure Purview)



What are sensitivity labels?

“Information Protection helps organizations discover, classify, label, and protect sensitive documents and
emails. Admins can define rules and conditions to apply labels automatically, users can apply labels
manually, or a combination of the two can be used—where users are given recommendations on
applying labels.”

Microsoft 365 guidance for security & compliance - Service Descriptions | Microsoft Docs

* As the name implies they are Labels!
* Labels that can be applied to various things
— Office files (word, excel, power point)
— Power Bl reports (.pbix)
« (Can be used to provide additional protection (security)



Licensing (urgh ®)

Multiple licensing scenarios
depending on setup
- Power Bl has specific requirements

See link at end of presentation for
more options

p

L Users need

Power Bl Pro
or

Premium Per User

Office 365 E5

Office 365 E5 is a cloud-based suite of productivity apps combined with advanced voice, analytics,
security, and compliance services.

+ Install Office for mebile on up to five PCs or Macs, five tablets, and five phones per user, |

+ Make, receive, and transfer business calls from anywhere, using any device.

+ Make informed decisions with data analytics and visualization.

+ Safeguard your organization against malicicus threats posed by email messages, links (URLs), and collaboration
tools.

+ Assess your compliance risks, govern and protect sensitive data, and effectively respond to regulatory
requirements.

AU$50.70 user/month

annual subscription—auto renews

Prices shown here and on following pages do not include GST. The “Payment and Billing” page will show amounts payable including G5T (if
applicable) before you purchase.

Free trial >

https://www.microsoft.com/en-au/microsoft-365/enterprise/office-365-e5?activetab=pivot%3aoverviewtab



Process

The basic flow for deploying and applying sensitivity labels:

* Creates a sensitivity label

* Publishes the sensitivity label to users and groups
selected in a label policy

* Works on an email or document and sees the available labels
¢ Classifies the document by applying a label

» Enforces protection settings on the email or document based
on the applied label

Office or
third-party
app/service

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-labels?view=0365-
worldwide#subscription-and-licensing-requirements-for-sensitivity-labels



SETUP & MANAGEMENT

0365 Admin Centre
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Microsoft 365 admin center

Home
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Billing 2%
Setup

Show all
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Recommended service av>*’ _.ie free for 1 year

Zad a dial-in number for
Teams meetings

With Microsoft 365 Audio Conferencing, people can use a global dial-in
number to join a Microsoft Teams meeting by phone--useful when, for
example, internet access goes down, or they're away from their desks.

View recommendation

Admin centers

Security

Compliance

Azure Active Directo...

Exchange

SharePoint
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Teams

All admin centers

https://portal.office.com/adminportal/home#/homepage



X B . & Wi &

I

Q

(&) (31 https://compliance.microsoft.com/homepage A 8 B & o= 0

Microsoft Purview

Home

Compliance Manager
Data classification
Data connectors
Alerts

Reports

Policies

Permissions

Trials

Solutions

B
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(&

Catalog

App governance

Audit

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management
Information protection
Information barriers

Insider risk management

Welcome to the Microsoft Purview
compliance portal

Intro Next steps Give feedback

Welcome to the Microsoft Purview compliance portal, your home for managing compliance needs
using integrated solutions to help protect sensitive info, manage data lifecycles, reduce insider risks,
safeguard personal data, and more. Learn more about the Microsoft Purview compliance portal

£ What'snew? -+ Add cards
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58 Remove from navigation

Information protection

Overview  Labels  Label policies  Auto-labeling

Sensitivity labels are used to classify email messages, documents, sites, and more, When a label is applied (automatically or by the user), the content or site is protected based on the settings
you choose, For example, you can create lzbels that encrypt files, add content marking, and control user access to specific sites. Learn more about sensitivity labels

|- Create alabel 2 Publishlabel (O Refresh 5 items

MName QOrder Scope Created by Last modified




Create a label

*

Label properties Scope (files, groups & Protection for files Encryption (expiry, Publish
(name, description) sites, Azure Purview / (encrypt, watermark) offline access,
Azure SQL..)) permission)



Publish a label (create a policy)

Which labels

Who has access to use the label (user(s)/group(s))

Policy Settings

Mandatory requirements — Emails/Documents/Power Bl

Additional information




@ You can now create se
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—~+ Create alabel CJ
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New sensitivity label

@ Name & description Name and create a tooltip for your label

O s The protection settings you choose for this label will be immediately enforced on the files, email messages, or content containers to which
oope it's applied. Labeled files will be protected wherever they go, whether they're saved in the cloud or downloaded to a computer.

O Files & emails

Mame * ®

Groups & sites
O : Enter a friendly name

() Schematized data assets (preview)
Display name * @

O Finish Enter a display name. This is the name your users will see in the apps where it's published.

Description for users * @

Enter text that helps users understand this label's purpose

Description for admins @®

Enter a description that's helpful for admins who will manage this label




Name and create a tooltip for your label

The protection settings you choose for this label will be immediately enforced on the files, email messages, or content containers to which
it's applied. Labeled files will be protected wherever they go, whether they're saved in the cloud or downloaded to a computer.

Mame * @'

‘ Confidential ‘

Display name * ®

‘ Confidential ‘

Description for users * ®

Confidential considered sensitive and restricted to specific groups within the organisation

Description for admins @®

Confidential is specific to the business unit x files that contain commercial, medical, personal confidential data.




Define the scope for this label

Labels can be applied directly to files, emails, containers like SharePoint sites and Teams, schematized data assets, and more. Let us know
where you want this label to be used so you can configure the applicable protection settings. Learn more about label scopes

Files & emails
Configure encryption and content marking settings to protect labeled emails and Office files. Also define auto-labeling conditions to
automatically apply this label to sensitive content in Office, files in Azure, and more.

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups, and SharePoint sites.

@ To apply sensitivity labels to Teams, SharePoint sites, and Microsoft 365 Groups, you must first complete these steps to enable the feature.

[]

Apply labels to files and schematized data assets in Azure Purview. Schematized data assets include SQL, Azure SQL, Azure Synapse,
Azure Caosmos, AWS RDS, and more.

@ T apply this label to Azure Purview assets, you must first turn on labeling for Azure Purview. You can do this from the Labels page. Learn more about labeling for Azure

Purview



Choose protection settings for files and emails

Configure encryption and content marking settings to protect labeled emails and Office files. Also define auto-labeling conditions to
automatically apply this label to sensitive content in Office, files in Azure, and more.

|:| Encrypt files and emails
Control who can access files and emails that have this label applied.

D Mark the content of files
Add custom headers, footers, and watermarks to files and emails that have this label applied.

Choose protection settings for files and emails

Configure encryption and content marking settings to protect labeled emails and Office files. Also define auto-labeling conditions to
automatically apply this label to sensitive content in Office, files in Azure, and more.

Encrypt files and emails
Control who can access files and emails that have this label applied.

Mark the content of files
Add custom headers, footers, and watermarks to files and emails that have this label applied.



Encryption

Control who can access files and email messages that have this label applied. Learn more about encryption settings

O Remove encryption if the file or emaill is encrypted

@ Configure encryption settings

@ Tumning on encryption impacts Office files (Word, PowerPoint, Excel) that have this label applied. Because the files will be encrypted for security reasens, performance will be slow
when the files are opened or saved, and some SharePoint and OneDrive features will be limited or unavailable. Learn more

Assign permissions now or let users decide?

Assign permissions now e
The encryption settings you choose will be automatically enforced when the label is applied to email and Office files.
User access to content expires (1)

Mever e
Allow offline access (i)

Always N
Assign permissions to specific users and groups * ()

Assign permissions

Oitems

Users and groups Permissions



Assign permissions

Only the users or groups you choose will be assigned permissions to use the content that has
this label applied. You can choose from existing permissions (such as Co-Owner, Co-Author,
and Reviewer) or customize them to meet your needs.

=~ Add all users and groups in your organization
- Add any authenticated users ()
—+ Add users or groups

T

—+ Add specific email addresses or domains (1)

0 items

Mo data available

Choose permissions

Co-Author

View contentView rights.Edit content,5ave Print.Copy and extract content.Reply.Reply
all.Forward. Allow macros



Microsoft 365 compliance

New sensitivity label

& Name & description

Q—0—29

& Scope

@ Files & emails

Encryption
Content marking

Auto-labeling for files and emails

Groups & sites

Schematized data assets (preview)

Finish

Encryption

Control who can access files and email messages that have this label applied. Learn more about encryption settings

O Remove encryption if the file or email is encrypted

@ Configure encryption settings

@ Turning on encryption impacts Office files (Word, PowerPaoint, Excel) that have this label applied. Because the files will be encrypted for security reasons, performance will be slow

when the files are opened or saved, and some SharePoint and OneDlrive features will be limited or unavailable. Learn more

Assign permissions now or let users decide?

| Assign permissions now

]
The encryption settings you choose will be automatically enforced when the label is applied to email and Office files.
User access to content expires (1)
| Mewver o |
Allow offline access (i)
| Only for a number of days o |

Users have offline access to the content for this many days

K

Assign permissions to specific users and groups *

Assign permissions

1 item



Customize watermark text

This text will appear as a watermark only on labeled documents. It won't be applied to email
messages.

Watermark text *

| Conﬁdentia‘

Font size

Lo |

Font color

‘ Black ~ |

Text layout

‘ Diagonal ~ |




New sensitivity label

& Name & description
& Scope

@ Files & emails

Encryption

Content marking

Auto-labeling for files and emails

() Groups & sites

() Schematized data assets (preview)

) Finish

Auto-labeling for files and emails

When users edit Office files or compose, reply to, or forward emails from Outlook that contain content matching the conditions you choose
here, we'll automatically apply this label or recommend that they apply it themselves. Learn more about auto-labeling for Microsoft 365

O T automatically apply this |label to files that are already saved (in SharePoint and OneDrive) or emails that are already processed by Exchange, you must create an auto-labeling
policy. Leam more about auto-labeling policies

Auto-labeling for files and emails

)



New sensitivity label

@ Name & description Define protection settings for groups and sites

These settings apply to teams, groups, and sites that have this label applied. They don't apply directly to the files stored in those containers.
Learn more about these settings

[

& Scope

@ Files & emails Control the level of access that internal and external users will have to labeled teams and Microsoft 365 Groups.

[

@ Groups & sites Control external sharing and configure Conditional Access settings to protect labeled SharePoint sites.

O Schematized data assets (preview)

() Finish



New sensitivity label

& MName & description
& scope

& Files & emails

& Groups & sites

. Schematized data assets (preview)

(O Finish

Auto-labeling for schematized data assets (preview)

Automatically apply this label to schematized data assets in Azure Purview that contain the sensitive info types you choose here. You can
automatically label database columns in SQL, Azure SQL, Azure Synapse, Azure Cosmos, AWS RDS, and various other data sources governed
by Purview. Learn more about auto-labeling for schematized data assets

Auto-labeling for schematized data assets (preview)



New sensitivity label

@ Name & description Review your settings and finish
MName

@ Scope Confidential
Edit

& Files & emails

Display name
Confidential
& Groups & sites Edit

0 Schematized data assets (preview) Description for users

Confidential considered sensitive and restricted to specific groups within the organisation
Edit

@ Finish
Description

Cenfidential is specific to the business unit x files that contain commercial, medical, personal confidential data.
Edit

Scope
File, Email
Edit

Encryption
Encryption
Edit

Content marking
Watermark: Confidential
Edit

Auto-labeling for files and emails
Edit



New sensitivity label

@ MName & description

@ Your sensitivity label was created

@ Scope Creating the label is just the first step in classifying and protecting content. To make this label available to users in your organization, you can
auto-apply it to specific content and publish it to users’ apps.

@ Files & emails = e

Publish this label so users can apply it to their content

@ Groups & sites TrTmmmmy mmmey mem mem e mem e e m e mmem ,

Review prerequisites to get the most out of your encryption settings

Review an Azure Purview tutorial on how to start scanning assets and automatically apply this label
o Schematized data assets (preview)

Learn more

Overview of sensitivity labels

@ Finish Use label policies to publish sensitivity labels

Use auto-labeling policies to automatically apply sensitivity labels to content

Use Powershell to configure additional label settings




Sensitivity label policy » Create policy

® Labels to publish Choose sensitivity labels to publish

When published, the labels you choose here will be available in specified users' Office apps (Word, Excel, PowerPoint, and Outlook),

(O Users and groups
SharePoint and Teams sites, and Microsoft 365 Groups.

O settings Sensitivity labels to publish

Choose sensitivity labels to publish

O Name

O Finish



Sensitivity labels to publish

‘ O Search for specific labels

1 selected

[ TS

E Confidential




Labels to publish Publish to users and groups

Users and groups The labels you selected will be available for the users, distribution groups, mail-enabled security groups, and Microsoft 365 Groups you

choose here.

Settings
Location Included

' Users and groups All
Choose user or group

Mame

Finish



Labels to publish

Users and groups

Settings

MName

Finish

Policy settings
Configure settings for the labels included in this policy.

D Users must provide a justification to remove a label or lower its classification
Users will need to provide a justification before remaving a label or replacing it with a one that has a lower-order number. You can use activity explorer to review label
changes and justification text.

D Require users to apply a label to their emails and documents
Users will be reguired to apply labels before they can save documents, send emails, and create groups or sites (only if these items don't already have a label applied).

0] Support and behavior for this setting varies across apps and platforms. Learn more

D Require users to apply a label to their Power Bl content
Users will be reguired to apply labels to unlzbeled content they create or edit in Power Bl Learn more about mandatory labeling in Power B

D Provide users with a link to a custom help page
If you created a website dedicated to helping users understand how to use labels in your org, enter the URL here, Learn mare about this help page



Sensitivity label policy » Create policy

Q—0—20

o0—2~0O

Labels to publish

Users and groups

Settings

Documents
Emails

Power El

Mame

Finish

Apply a default label to documents

The label you choose will automatically be applied to Word, Excel, and PowerPoint documents when they're created or medified. Users can
always select a different label to better match the sensitivity of their document. Which Office app versions support this setting?

Apply this default label to documents

MNone




Apply a default label to emails

The label you choose will automatically be applied to new and existing, unlabeled emails. Users can always change the default label before
they send the message. If you selected the 'Require users to apply a label to their email messages and documents’ option earlier, you can
turn that requirement off for emails here. Which Outlook versions support these settings?

Apply this default label to emails

‘ Same as document

D Require users to apply a label to their emails



Apply a default label to Power Bl content (preview)

The label you choose will automatically be applied to new Power Bl reports, dashboards, and datasets. Users can always change the default
label if it's not the right one. Learn more about mandatory labeling in Power Bl

Apply this default label to Power Bl content

Mone




Labels to publish

Users and groups

Settings

Name

Finish

Name your policy

Mame *

| All organisation policy

Enter a description for your sensitivity label policy

This policy applies to all users in the organisation and contains the confidential policy




Sensitivity label policy * Create policy

@ Lsbels to publish

Review and finish

sers and groups ame

U d group M

All organisation policy

Edit

& Settings

Description

& HName This policy applies to all users in the organisation and contains the confidential policy
Edit

@ Finish Publish these labels
Confidential
Edit

Publish to users and groups
All
Edit

Policy settings
Edit



Sensitivity label policy » Create policy

@ Labels to publish

@ New policy created

© Users and groups It can take up to 24 hours to publish the labels to the selected users’ apps.

Next steps
@ Settings Review data classification reports to see how labels are being used
Read guidance on how to educate users about sensitivity labels

& HName

& Finish



Label

Sensitivity labels are used to classity email messages, documents, sites, and more. When a label I1s applied (automatically or by the user), the content or site is protected based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Learn more about sensitivity labels

~+ Create alabel [ Publish label () Refresh 1 item
Name Order Scope Created by Last modified
Confidential 0 - highest File, Email Heidi Hasting 13 Feb 2022 11:27:34

Policy

Information protection 52 Remove from navigation

Overview Labels Label policies  Auto-labeling

Create sensitivity label policies to publish one or more labels to your users’ Office apps (like Outlook and Word), SharePoint sites, and Office 365 groups. Once published, users can apply the labels to protect their content. Learn more about sensitivity
label policies

2 Publish label () Refresh 1 item

Name Order Created by Last modified

All organisation policy :  0-highest Heidi Hasting 13 Feb 2022 11:39
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Apply sensitivity label
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Apply sensitivity label
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Power Bl
(Desktop/Service) — NOT Power Bl Report Server

Dashboards Reports Datamarts BEIENEIES

Dataflows Paginated reports* NOT workbooks

* apply via Power Bl Service



Power Bl Desktop
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Power Bl
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Power Bl Service

Power Bl Admin portal

“» H o3 o 0 + 2 |

=
=

i

Home

Create

Browse

Data hub

Metrics

Apps

Deployment pipelines

Learn

Workspaces

My workspace

Admin portal

Tenant settings

Usage metrics

Users

Premium Per User

Audit logs

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Protection metrics

Featured content

Block scheduled upgrade ot empty workspaces
Enabled for the entire organization

Block notifications for scheduled workspace upgrades
Disabled for the entire arganization

Block users from reassigning My Workspace
Disabled for the entire organization

Information protection

Allow users to apply sensitivity labels for content
Enabled for the entire organization

Apply sensitivity labels from data sources to their data in Power Bl
Enabled for the entire organization

Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

Allow workspace admins to override automatically applied sensitivity labels
nabled for the entire organization

rm

Restrict content with protected labels from being shared via link with everyone in your organization
Disabled for the entire organization



Information Protection

Information protection Information protection

4 Allow users to apply sensitivity labels for content 4 Allow users to apply sensitivity labels for content

Unapplied changes

With this setting enabled, Microsoft Purview Informatien Protection sensitivity labels
published to users by your organization can be applied. All prerequisite steps must be
completed before enabling this setting.

Note: Sensitivity label settings, such as encryption and content marking for files and
emails, are not applied to content. Learn more

Wisit the Microsoft Purview compliance portal to view sensitivity label settings for your
organization.

Mote: Sensitivity labels and protection are only applied to files exported to Excel,
PowerPoint, or PDF files, that are controlled by “Export to Excel” and "Export reports as
PowerPoint presentation or PDF documents” settings. All other export and sharing
options do not support the application of sensitivity labels and protection.

Enabled

D The setting below determines which users in the organization can apply and
change sensitivity labels. All other users in the organization can only view the
labels.

Apply to:
(®) The entire organization

(O specific security groups

»| Except specific security groups

Enter security groups

Apply Cancel

Unapplied changes

With this setting enabled, Microsoft Purview Information Protection sensitivity labels
published to users by your organization can be applied. All prerequisite steps must be
completed before enabling this setting.

Note: Sensitivity label settings, such as encryption and content marking for files and
emails, are not applied to content. Learn more

Visit the Microsoft Purview compliance portal to view sensitivity label settings for your
organization.

Mote: Sensitivity labels and protection are only applied to files exported to Excel,
PowerPoint, or PDF files, that are controlled by "Export to Excel" and "Export reports as
PowerPoint presentation or PDF documents” settings. All other export and sharing
opticns do not support the application of sensitivity labels and protection.

Enabled

1) The setting below determines which users in the organization can apply and
change sensitivity labels. All other users in the organization can only view the
labels.

Apply to:
(O The entire arganization

(®) Specific security groups

‘ Enter security groups

¥| Except specific security groups

‘ Enter security groups




Power Bl Service

Power Bl Admin portal

“» H o3 o 0 + 2 |

=
=

i

Home

Create

Browse

Data hub

Metrics

Apps

Deployment pipelines

Learn

Workspaces

My workspace

Admin portal

Tenant settings

Usage metrics

Users

Premium Per User

Audit logs

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Protection metrics

Featured content

Block scheduled upgrade ot empty workspaces
Enabled for the entire organization

Block notifications for scheduled workspace upgrades
Disabled for the entire arganization

Block users from reassigning My Workspace
Disabled for the entire organization

Information protection

Allow users to apply sensitivity labels for content
Enabled for the entire organization

Apply sensitivity labels from data sources to their data in Power Bl
Enabled for the entire organization

Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

Allow workspace admins to override automatically applied sensitivity labels
nabled for the entire organization

rm

Restrict content with protected labels from being shared via link with everyone in your organization
Disabled for the entire organization



Power Bl Service

Power Bl Admin portal

“» H o3 o 0 + 2 |

=
=

i

Home

Create

Browse

Data hub

Metrics

Apps

Deployment pipelines

Learn

Workspaces

My workspace

Admin portal

Tenant settings

Usage metrics

Users

Premium Per User

Audit logs

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Protection metrics

Featured content

Block scheduled upgrade ot empty workspaces
Enabled for the entire organization

Block notifications for scheduled workspace upgrades
Disabled for the entire arganization

Block users from reassigning My Workspace
Disabled for the entire organization

Information protection

Allow users to apply sensitivity labels for content
Enabled for the entire organization

Apply sensitivity labels from data sources to their data in Power Bl
Enabled for the entire organization

Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

Allow workspace admins to override automatically applied sensitivity labels
nabled for the entire organization

rm

Restrict content with protected labels from being shared via link with everyone in your organization
Disabled for the entire organization



Power Bl Service

Power Bl Admin portal

“» H o3 o 0 + 2 |

=
=

i

Home

Create

Browse

Data hub

Metrics

Apps

Deployment pipelines

Learn

Workspaces

My workspace

Admin portal

Tenant settings

Usage metrics

Users

Premium Per User

Audit logs

Capacity settings
Refresh summary

Embed Codes

Organizational visuals

Azure connections

Workspaces

Custom branding

Protection metrics

Featured content

Block scheduled upgrade ot empty workspaces
Enabled for the entire organization

Block notifications for scheduled workspace upgrades
Disabled for the entire arganization

Block users from reassigning My Workspace
Disabled for the entire organization

Information protection

Allow users to apply sensitivity labels for content
Enabled for the entire organization

Apply sensitivity labels from data sources to their data in Power Bl
Enabled for the entire organization

Automatically apply sensitivity labels to downstream content
Enabled for the entire organization

Allow workspace admins to override automatically applied sensitivity labels
nabled for the entire organization

rm

Restrict content with protected labels from being shared via link with everyone in your organization
Disabled for the entire organization



Power Bl Service — list view

i:i  Power Bl Sensitivity Label Demo Tnal: ;
20 days |

ft

m

Sensitivity Label Demo

—+ MNew = View - S’ Filters 22

@ % B

All Content Datasets + dataflows

g | MName Type Owner Refreshed MNext refresh Endorsement Sensitivity Include in app
v u Power Bl report with Confidential label applied Report Sensitivity Label Demo  13/02/22, 12:20:55 — — Confidential (@ Yes

ch E Power Bl report with Canfidential label applied Dataset Sensitivity Label Demo  13/02/22, 12:20:55 N/A — Confidential @

4



Power Bl Service — lineage view

Sensitivity Label Demo nat P Search

59 days left

Sensitivity Label Demo

—+ MNew S View v 5 scwnigs e reeeses e
Confidential
Confidential, sencitive contents
. ConfidentialFileDemo.xlsx -
I ] Power BI report with Confide t.. [ Jli Power Bl report with Confide t.. [E Sensitivity Label - onfidential ... [
ConfidentialFileDemo.xsx
Refreshed: 13/02/22 12:20:55 21 Viewers @ 3 Views 20 Viewers @ 0 Views
1 Gateway: Connected to data source,
O A E = 2= 2 =

L




P Bl Servi t
i Power Bl Sensitivity Label Demo Power Bl report with Confidential label applie -

[ File ~ 1— Export ~ |# Share Kij Chatin Teams @ Getinsights [ Subscribe @ Edit -

Power Bl Report with
Confidential sensitivity label
applied

fny
3
®
+
O
§=4
-
i
&

=i

(L]



Power Bl Service - report

Power Bl report with Confidential label applied | Confidential v

Title
Power Bl report with Confidential label applied

Page name
Page 1

Contact

Heidi Hasting
Data updated
13/02/22, 12:20

Sensitivity

Confidential (@
r b INTUUI L i)



Datamart

@ KensiNewWorkspacePPU

—+ New ~ & Create a pipeline

All Content Datasets + dataflows Datamarts (Preview)

O MName Type

E DatamartTesting Dataset

DatamartTesting (OFTEE Datamart

Owner

KensiNewWo

Kensi Blye

rkspace...

Refreshed

30/05/22, 10:28:0

MNext refresh

= View -~

Endorsement

Y Filters 5% Settings

Sensitivity
Confidential (O

Confidential ()

8 Access

Include in app

O Ssearch



Datamart

All

cfofol: Boll: oo lE

Content Datasets + dataflows

Name

DatamartTesting

DatamartTesting

KensiFinancialDatmart_Confidential

Retail Analysis Sample

Retail Analysis Sample

Retail Analysis Sample

Untitled 2022-06-01T11:35:08.265Z

Untitled 2022-06-01711:35:08.265Z

O &l

Datamarts (Preview)

Type

Dataset

Datamart

Analyze in Excel
Create report

Delete

Manage permissions
Refresh history
Rename

Settings

Share

View lineage

General Alerts Subscriptions

DatamartTesting

Untitled 2022-06-01711:35:08.265Z

Dashboards Datasets Workbooks Reports Dataflows Datamarts (Preview) App

Settings for DatamartTesting
» Datamart Description
» Server settings
» Data source credentials
» Scheduled refresh

4 Sensitivity label

[ Confidental v

(None)
ncryption settings and content marking, are not enforced in Power Bl. Learn more

Coroners Office

NCIS Team

Test restricted sensitivity label
label 2 - demo

» QBA
» Endorsement and discovery

» Request access



Dashboard -

Preview: Last saved state

KensiFinancialDatmart_Confid...
PAGE 1

new

Pin to dashboard

Select an existing dashboard or create a new one.

Where would you like to pin to?
(O Existing dashboard

® New dashboard

Dashboard name

@ Pin live page enables changes to reports to
appear in the dashboard tile when the page is
refreshed.

@ The report’s sensitivity label "Confidential” will
be applied to the new dashboard.

Cancel

KensiNewWorkspacePPU

pipelines

[ File ~ |# Share

B Chatin Teams

KensiFinancialDatmart_Confidential

PAGE 1

Cate

1/1/2014
10/1/2013
10/1/2014
11/1/2013
11/1/2014
12/1/2013
12/1/2014
2/1/2014
3/1/2014
4172014
5/1/2014
6/1/2014

1 Comment

Dashboard-Sensitivity Label | Confidential ~~

2 Subscrib  Title

Dashboard-Sensitivity Label Test
Page name

Page 1

Contact

Timothy McGee

Sensitivity

Confidential @



Dashboard - continued

KensiNewWorkspacePPU

—+ New ~ £ Create a pipeline

All Content Datasets + dataflows Datamarts (Preview)

Name Type
Dashboard-5ensitivity Label Test = 5y Dashboard
DatamartTesting Delete

Settings

DatamartTesting
VIEW US3ge Metrics report

KensiFinancialDatmart_Confidential View lineage

IManage permissions

BEEBA-

Retail Analysis 5ample

Settings for Dashboard-Sensiti...
@

QA

O

Allow people to use natural language to ask questions about
their data and let them create new visuals from it.

Learn more

Comments

Allow people to comment on this dashbeoard.

Dashboard tile flow

Ol

Let Power Bl automatically arrange the tiles on this dashboard.

Sensitivity label

Classify the sensitivity of this dashboard content. Learn more

Confidential v

(None)

Coroners Office

MNCI5 Team

Test restricted sensitivity label l
label 2 - demo

Save Cancel



aginated Report — Power Bl Report Builder

Untitled - Power Bl Report Builder

Home Insert View
= . al
s @ @ & @ (b 000 H g B
Power BI Dataverse Azure SQL  Azure Analysis  Azure SQL  Analysis Oracle Teradata ODEC Enterdata New New
Dataset Database Services Synapse Server Services
Power Platform Azure Database Enter Data | Data Source | Dataset

Report Data

New

Select a dataset from the Power Bl service X

Built-in Fields ; s . Connect to a dataset to start building your paginated report. Learn more

‘W lick to add title

Images

Data Sources ) My Workspace .

Datasets e "' Sensitivity Label Demo A2 szarch

Shared with me

Coroners Reporting g ConfidentialFileWithData

Import
Dataflow Play

g Power Bl report with Confidential label applied
NCIS Import

Sty Lefod Bame g SensitivityLabelReport-Label 2 - delete POWe r B I D ata Set
The Teresa and Heidi Show SensitivityLabelsReport-Confidential N O Se n S I t I V I ty | a b e |
” information is

shown

2 2 2 2 A I A

Dataset name: | ConfidentialFileWithData




Power Bl Report Builder

Untitled - er Bl Report Builder
Insert v Heidi Hasting ¢
= 1pt Iy Merge é
‘® Split /]\
Run Paste B|f|lu A Ala — -|.#-|E B~ § || s 0l Publish
|& align ~
Clipboard Fant paragraph Border Number Layout Share
ort Data x rties x
Mew  Edit...
Built-in Fields Dataset Properties
P: t
‘ arameters T
mages Query Code
Data Sources Choose a data source and create a query. -
=] Datasets Fields =
7 Dstasett DataElementNam
a8 atasel Options Name: DataElementstyle Attribute
Product

Filters Dataset1 DataSchema
DataTransform
Data source: General
Authaor
Description
Width 432pt
Localization
DescriptionLoclD
Query: Language

EVALUATE SUMMARIZECOLUMMNS[ ConfidentialFileWithData'[Product]} Oy
AutoRefresh 0
ConsumeContain False

Parameters

SensitivitylabelDemo_ConfidentialFileWithData

Query type:
o Text Table Stored Procedure

CustomProperties
InitialPageName

Page

BackgroundCo\mD Automatic
Backgroundimag:

BorderCalor Black
BorderStyle Mone
BarderWidth 1pt

Columns

InteractiveSize ~ 21cm, 28.7cm
Margins 2cm, 2em, 2ecm, 2cm
PageSize 21cm, 29.7cm
References

v

Query Designer... Import... Validate Query

v vvvwwvwv v

Time out (in seconds):

Assemblies

Classes

o
DeferVariableEval False
Variables




Paginated Report — apply in Power Bl Service

Settings for PaginatedReportS...

@ KensiNewWorkspacePPU 43

The report will appear in search results but isn't endorsed.

—|— MNew ﬁ Create a pipeline = View -~ 5 Filters 5'1;3? Settings R Access /O Sez 5
T
(_J) Promoted
All Content Datasets + dataflows Datamarts (Preview)
When you're ready to distribute the report to your
coworkers, promote it to let them know.
D MName Type Owner Refreshed Next refresh Endorsement Sensitivity Include in app

Dashboard-Sensitivity Label Test Dashboard KensiNewWorkspace... — — — Confidential (@ Yes |
Certify your report to show coworkers that it's been
DatamartTesting Dataset KensiNewWorkspace...  30/03/22, 10:28:01 N/A — Confidential (@ reviewed and meets your Org's certification criteria. How

do | get my report certified?

]

DatamartTesting Datamart Kensi Blye — N/A — Confidential (@

i [] Feature on Home
K ommeiCimmmmin [Pt mot (A Fimlmmtial Dammrt Koammeih o d A mrlee m mms NAMNARID 311200 — — T mnfidantial (T Vae

Display this report in the Featured section on Power Bl
Home for people with access to it.

Y
e

s
" PaginatedReportSample Repert KensiNewWorkspace.. — = = = Yes ]

ol Bofollo]

Sensitivity label

Classify the sensitivity of this report content. Learn more

(None) v

Confidential
Coroners Office
MNCIS Team
‘ Test restricted sensitivity label
lahel 2 - demo




Data Flows

Sensitivity Label Demo

+ New ~ = View - % Filters 5% Sattings

We updated the look of workspaces Take a tour. and we'll show you how to get around.

All Content Datasets + dataflows

| MName Type Owner Refreshed MNext refresh Endorsement Sensitivity Include in app
ConfidentialFileDemo Warkbook Sensitivity Label Demo  13/02/22, 12:43:09 — — — Yes
E ConfidentialFileWithData Dataset Sensitivity Label Demo  13/02/22, 13:33:45 N/A — Confidential (0
E ConfidentialFileWithData.xlsx Dashboard Sensitivity Label Dema  — — — Confidential @ Yes
E DataFlows_Fromb5torageAccount_viaGateway Dataflow Heidi Hasting — N/A — —



Data Flows

DataFlows_FromStorageAccount_via... O g'] Dataflow

Power Bl report with Confidential label applied Sz

Edit
Power Bl report with Confidential label applied

Export .json
Sensitivity Label - confidential dashboard Properties

Refresh history
Sensitivity Label Demo for datasource has label Stresh history

Settings
SensitivityLabelRepori-Label 2 - delete

¥ISEY Hsagy T

B N:=NoNol:

General Alerts Subscriptions

DataFlows_FromStorageAccount_viaGateway

Dashboards Datasets Workbooks Dataflows App

Settings for DataFlows_FromStorageAccount viaGateway

This dataflow has been last modified by heidi@he!

Refresh history

» Gateway connection

b Data source credentials

4 Sensitivity labe

Classify the sensitivity of this dataflow Learn more

| (Nane) w

() Some sensitivity label settings, such as file encryption settings and content marking, are not enforced in Power Bl. Learn
more

FSUIEUUIEU 1SIEs
»Enhanced compute engine settings

» Endorsement



Power Bl — Export to Excel error

£ Search

File Home Insert Page Layout Formulas Data Review View Help

—

v B Wrap Text @ @ @ ﬁg @ 2. AutoSum %? p

I:ID
o
£

B4
>
11l
I1f
I1f

- Fill v
Paste [E Copy SRR o A === $ % 9 8 98 Conditional Format as — Insert Delete Format Sort & Find &
v <¥ Format Painter - - - = 2 W =29 Formatting ¥ Table ¥ v v v 0 Clear v Filter v Select v
Clipboard = Font = Alignment [ Number ] Styles Cells Editing Sensitivity ~
Microsoft Excel X

o You are not signed in to Office with an account that has permission to open this workbook. You may sign in a new account into Office that has permission or request permission from the content owner.

Add Account Cancel




Excel file with sensitivity label applied doesn’t show
sensitivity label in Power Bl

Sensitivity Label Demo
=+ New v = View ~ Y Filters 3% Settings =, Access
All Content Datasets + dataflows

Name Type Owner Refreshed MNext refresh Endorsement Sensitivity Include in app

:55 — — Confidential @ Yes

—
s
(]
=]
in

Power Bl report with Confidential label applied Report Sensitivity Label Demo  13/02/22,

ConfidentialFileDema Workbook Sensitivity Label Demo  13/02/22, 12:43:09 — — — Yes

@ AutoSave (@ Off) ConfidentialFileDemouxls: ~ £ Search (Alt+Q) A\ Heidi Hasting @ L5 = ] X
File  Home |Inset Draw Page Layout Formulas Data Review View  Add-ins  Help T Comments
£ |f|r‘:| & Calibri 1~ = = E] EE} General - ﬁ Conditional Formatting ~ @ Insert z - ;? - @ 1
S Paste E@ - B I U~ A A = == - $ ~ 55 9 B Format as Table ~ T Delete ~ - O~ Anal ;\e
v vl A == 3= #. o< 0 [ Cell Styles ~ [ Format ~ &~ Da
Unda Clipboard ] Fant ] Alignment ] Mumber ] Styles Cells Editing Anal s heidi@heidihasting.com

K16 i Ix | Confidential

5



Create report using dataset that has sensitivity label

already applied

Sensitivity Label Demo

+ MNew

All Content Datasets + dataflows

i Name Type

E ConfidentialFileWithData Dataset

Owner Refreshed

Sensitivity Label Demo  13/02/22, 13:33:45

Mext refresh

N/A

= View -~

Endorsemer

Y rFilters 0% Se

Sensitivity

Confidential (D)



Create report using dataset that has sensitivity label
already applied

Power Bl Sensitivity Label Demo

= File View ~  Reading view  Mobile layout [1 Askaquestion [Ep Explore A7 Textbox QN Shepes v E Buttons
ome T H Y Filters
o Datasource has sensitivity label applied .
¥r Favorites > P sear
® Recent > Create new report what sensitivity label is applied
Create Add ¢
8 Datasets
D Goals Filters on all |
Add ¢
B Apps Save your report X
& Shared with me Enter a name for your report *

nsitivity Label Demo for datasource has lzbel

& Deployment pipelines

[ Learn Select 2 destination workspace

| Sensitivity Label Demo hd |

2 Workspaces >
@ The dataset's sensitivity label "Confidential”

Sensitivity Label De... will be applied to the new report.

Save Cancel

Sensitivity Label Demo for datasource has labg | Confidential ~/




Excel Analyse Power Bl Dataset

Fle Home |Insert Draw Pagel Power Bl Datasets v
f:] [E From Text/CSV [@) Recent €
GStE [& From Web [} Existing Power Bl X
Data ¥ | B9 From Table/Ranae
Select a dataset to create a PivotTable. Your
ﬁ From File > PivotTable will be created in a new worksheet.
A
_b«@ From Database >| b Dataset Endorsement
1 . L .
5 Power Bl report with Confidential label applied
>
3 _== From Azure Workspace: Sensitivity Label Demo
4 Owner: Heidi Hasting
5 ﬂ From Power Bl dataset e A
6 Sensitivity: Confidential Q)

L N



xcel continued...

Let & Iranstorm vata

@ POLICY TIP Your organization automatically a

W ~N oW N =

15
16
17
18

File Home Insert Draw

Data ¥ 5 All ~ D

A B C

u AutoSave E Book2 - Excel

Page Layout

@E [hEI [(% D}‘ mﬂueries&&)nnedions
~/

Get [5 [E Refresh Properties

Queries & Lonnections

: Confidential. Confidential, sensitive contents

£ Search (Alt+Q)

SOrt &l rnter

| oK

|Power Bl report with C(

To build a report, choose
fields from the PivotTable
Field List

19

| Ready @ Confidential

_‘HeetZ

®

4 G

Heidi Hasting @ &’

Review View Add-ins Help PivotTable Analyze  Design

-

Stocks =

=g 4 8=
5

Columns 56 v @

Data Tools

I Comments

& B

What-If  Forecast
Analysis ¥ Sheet

Forecast

PivotTable Fields

g
Outline

v

v X

Show fields: | (All

&

|Search

- E Sheet1
[ column1

Drag fields between areas below:

T Filters

Il Columns

Rows

v
["] Defer Layout Update

Z Values

H B B -————-

x

<

B,

100%




Power Bl — Gotcha's

« Power Bl report can have a sensitivity label applied the workspace access is
all that's required to view the report.

« Power Bl Export to Excel — this is where the sensitivity label kicks in
— If you don't have access to the sensitivity label

« Data source sensitivity labels are inherited
— Where there are multiple the label priority determines which one

« B2B and multi-tenant scenarios not supported



Power Bl — Gotcha's part 2

Sensitivity Label Demo for datasource has label
ol

sensitivityLabelReport-Label 2 - delete
1
~SensitivityLabelReport-Label 2 - d... (O L]

|
" SensitivityLabelsReport-Confidential

Report

Report

Dataset

Report

Sensitivity Label Demo

Sensitivity Label Demo

Sensitivity Label Demo

Sensitivity Label Demo

13/02/22, 13:33:45

01/03/22, 21:22:50

01/03/22, 21:22:50

01/03/22, 211821

Confidential ()

Sensitivity label currently can't be loaded.
Contact your Power Bl administrator for help.

A

Confidential (O

Yes

Yes

Yes



Power Bl Sensitivity Label Demo

General  Alerts  Subscriptions  Dashboards Workbooks  Dataflows  App

it Home
T i ’ Settings for SensitivityLabelReport-Label 2 - delete
(© Recent > ConfidentialFileWithData View dataset &0
+ Create Power Bl report with Confidential label applied
o (D) Refresh can't be scheduled because the data set doesn't contain any data model connections, or i
B Datasets sere doiibabeliegtae e oo elans table, To schedule refresh, the data must be loaded into the data model.
SensitivityLabelsReport-Confidential
Y Goals
This dataset has been configured by heidi@heidihasting,com.
[l Apps Refresh history
& Shared with 4 Dataset description
ared with me
Diescribe the contents of this dataset
& Deployment pipelines sserme e cen or s aatese
[ Learn
I Workspaces >

Sensitivity Label De...

4 Sensitivity label

Classify the sensitivity of this dataset Learn more

| v

(Mone)
Confidential
Coroners Office
CIS Team _
label 2 - demo ]

encryptic 1 settings and content marking, are not en’

previe Learn more

Cmm dlbee A ca] Mimvnmmctr=tinn lzbhal #0 bha cmnliad - .nen deleted




Other considerations — Microsoft Docs

Considerations and limitations

General

» Power Bl admins: If a sensitivity label is or becomes a parent (that is, has sublabels), exporting data from content that

has that label applied will fail. See Sublabels (grouping labels).

» Data sensitivity labels aren’t supported for template apps. Sensitivity labels set by the template app creator are
removed when the app is extracted and installed, and sensitivity labels added to artifacts in an installed template

app by the app consumer are lost (reset to nothing) when the app is updated.

® In the Power Bl service, if a dataset has a label that has been deleted from the label admin center, you will not be
able to export or download the data. In Analyze in Excel, a warning will be issued and the data will be exported to an

.odc file with no sensitivity label.

» Power Bl doesn't support sensitivity labels of the Do Not Forward, user-defined, and HYOK protection types. The Do

Not Forward and user-defined protection types refer to labels defined in the Purview compliance portal .
» Getting data from encrypted Excel (xlsx) files isn't supported. This includes "Get data” and refresh scenarios.

» |nformation protection in Power Bl doesn't support B2B and multi-tenant scenarios.

https.//docs.microsoft.com/en-gb/power-bi/enterprise/service-security-sensitivity-label-overview#considerations-and-limitations



AZURE SQL



Azure SQL — add sensitivity label

Add classification X
« portal.azure

T ] « Navigate to the Azure SQL resource
Cre | « Select Security > Data Discovery &
Address s o .

Classification

Column name *

[‘adsressio gt v] » Select Classification

Information type . .
| v « Select Add classification

Sensitivity label

[n/a]

Public e
I Sensitivity
Confidentia List not the
Confidential - GDPR same as
Highly Confidential 0365

Highly Confidential - GDPR




Azure SQL

Home » Microsoft.5QLDatabase.newDatabaseNewServer_f88542d9dbab4cf8b877a > sensitivitylabelsdemo (demosensitivitylabels/sensitivitylabelsdema)

=] sensitivitylabelsdemo (demosensitivitylabels/sensitivitylabelsdemo) | Data Discovery & Classification
SOL database

‘/9 Search (Ctrl+/) ‘ « < Export @ Cenfigure Rj Fesdback
Settings a

o SQL Data Classification provides manual labeling via T-SQL commands. For advanced classification capabilities, use Azure Purview.
[0 Compute + storage

5’ Connection strings
1! eroperties Learn mare - Getting Started Guide &f
C] Locks

Data management
Overview Classification

@ Replicas
(%) sync to other catabases Classified columns Tables containing sensitive data Unique information types
2 1 1
Integrations
Stream analytics (preview) Label distribution Information type distribution

5 Add Azure Search

Security

F1 suditing
% Ledger 2

COLUMNS.

2

COLUMNS
¥ Data Discovery & Classification

@ Dynamic Data Masking

Q' Microsoft Defender for Cloud

¥ Transparent data encryption

Schema: 1 selectad o H Table: 1 selected s H Filter by column H Informaticn type: 1 selectad s H Sensitivity label: 1 selacted
Intelligent Performance
- Schema Table Column Information type Sensitivity label
8* Performance overview P ty
4t performance recommendations 7 SaleslT
= Customer Phomne Contact Info Confidential

B Query Performance Insight

Automatic tuning Customer Emailaddress Contact Info Confidential



Azure SQL — view labels

—ISELECT
SCHEMA MNAME(sys.all cobjects.schema_id) as SchemaName,
sys.all objects.name AS [TableName], sys.all coclumns.name As [ColumnName],
[Label], [Label ID], [Information_Type], [Information Type ID], [Rank], [Rank Desc]

FROM
sys.sensitivity classifications
left join sys.all cbjects on sys.sensitivity classifications.major_id = sys.all cbjects
left join sys.all columns on sys.sensitivity classifications.major_id = sys.all columns.
and sys.sensitivity classifications.minor_id = sys.all columns

100 %% -
EH Results Bl Messages

SchemaMame  TableMame ColumnMame  Label Label_ID Information_Type
1 | SalesLT : Customer EmailAddress Confidential — 36ddfc51-14ee-4187-81bb-efdd 75d 70964 Contact Info
2 SalesLT Customer Phone Confidential ~ 36ddfc51-14ee-4187-81bbefdd /5d 70964  Contact Info

.ohject_id

object_id

.column_id

Information_Type_ID
5c503e21-22c6-81a-620b 43650 Bec 38d1
5c503e21-22c6-31fa-620b1 3650 Bec 38d1

Ranilk
20
20

Rank_Desc
MEDIUM
MEDIUM



Azure SQL — add sensitivity labels

« portal.azure
* Navigate to the Azure SQL resource = oo BN _ rrr—

HEIDHASTING (HEDIHASTING.C -

Home > sensitivitylabelsdemo (demosensitivitylabels/sensitivitylabelsdemo) >

d SEleCt Securlty > Data Dlscovery & SQL Information Protection (preview) - bt
Classification Boae X0

M A\ Please make sure you have the necessary permissions to medify the Information Protection policy. Click for more details —
« Configure

| Create label &7 Manage information types == Import/Export ~

o Using SOL Information Protection leads to basic recommendations. For advanced classification and data governance capabilities, use Azure Purview,

Learn more - Getting Started Guide
Create and manage sensitivity labels

Drag labels to order in ascending sensitivity (least sensitive at the top)

Y

I:' Display name State Description

l:l Public Enzbled Business data that is specifically prepared and approved for public consumption ams
I:l General Enabled Business data that is not intended for public consumption. However, this can be shar.., ==«
l:l Confidential Enabled Sensitive business data that could cause damage to the business if shared with unau... ==+
l:l Confidential - GDPR Enabled Sensitive data containing personal information associated with an individual, that co..  *»»
l:‘ Highly Confidential Enabled Very sensitive business data that would cause damage to the business if it was share... ***
l:l Highly Confidential - GDPR Enabled Sensitive data containing personal information associated with an individual, that ca.. =+

Create new label



Azure Purview (PREVIEW)

* Viewing Sensitivity Labels
« Automatically applying sensitivity labels



Azure Purview Data catalog

«

Data catalog

Insights (preview)

Data policy (preview)

u
€ Datamap
@
B

E Management

Azure Purview heidi

Data catalog
Browse assets

() Refrech

By collection By source type

llection tree

Sub collection(s)
Related

Narrow results by:
~ Object Type

[J @ Dashboards
[] @D Dats pipelines
[l Files

[ B3 Folders
O
O
O

Stared procedures

B Tables

 Classification

w Contact

~ Contact type

~ Content type

~ Label
Confidential

[ mais Team
[ Coroners Office

Do

= Glossary term

£ Search catalag

( Sourcetype:all ) ( Instance:all ) % Clearall filters

Showing 1-7 out of 7 results

] ConfidentialFileWithData

3 Power Bl Dataset
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Power Bl report shows sensitivity label
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Power Bl dataset shows sensitivity label
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0 Name Type Owner Refreshed Next refresh Endorsement Sensitivity Include in app
ConfidentialFileDemo Workbook Sensitivity Label Demo  13/02/22, 12:43:09 - — - Yes
E ConfidentialFileWithData Dataset Sensitivity Label Demo  13/02/22, 13:33:45 N/A - Confidential ©
E ConfidentialFileWithData.xlsx Dashboard Sensitivity Label Demo  — - - Confidential Yes
u Power Bl report with Confidential label applied Report Sensitivity Label Demo  13/02/22, 12:20:55 - - Confidential @ Yes
E Power Bl report with Confidential label applied Dataset Sensitivity Label Demo  13/02/22, 12:20:55 N/A -_ Confidential
u Sensitivity Label Demo for datasource has label Sensitivity Label Demo -_ — Yes
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CompanyMame nvarchar
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FirstName .':'m':\ nvarchar
LastName -'\.mj\ nvarchar
MiddleName mvarchar
ModifiedDate datetime
NameStyle bit
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PasswordSalt varchar
Phone -j\_m : nvarchar
rowguid uniqueidentifier
SalesPerson nvarchar
Suffix mvarchar

Title mvarchar
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Insights
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https://docs.microsoft.com/en-us/azure/purview/sensitivity-insights

Resources

 Licensing requirements for sensitivity labels

— https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-
365-tenantlevel-services-licensing-quidance/microsoft-365-security-compliance-licensing-
quidance#information-protection-sensitivity-labeling

 Azure SQL
— https://docs.microsoft.com/en-us/azure/azure-sgl/database/data-discovery-and-classification-overview

— https://docs.microsoft.com/en-us/sqgl/relational-databases/system-catalog-views/sys-sensitivity-classifications-
transact-sgl?view=sql-server-ver15

* Azure Purview auto labelling
— Info types https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-entity-
definitions?view=0365-worldwide
— https://docs.microsoft.com/en-us/azure/purview/how-to-automatically-label-your-content#autolabeling-for-
schematized-data-assets



https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance#information-protection-sensitivity-labeling
https://docs.microsoft.com/en-us/azure/azure-sql/database/data-discovery-and-classification-overview
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-sensitivity-classifications-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-entity-definitions?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/purview/how-to-automatically-label-your-content#autolabeling-for-schematized-data-assets

Recap

» Sensitivity label maintenance and management is through O365 Compliance
*  We looked at how the sensitivity labels appear in

— Power Bl

— Office

— Azure SQL

— Azure Purview
« Couple of gotchas
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