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Sensitivity labels - what do they look like

• Like me you may have heard about sensitivity labels but what does that mean to your 

reports, data or documents. Some of the questions this session will answer;

– what do they look like in Power BI

– what do they look like in Azure SQL

– what do they look like in Azure Purview

– what do they look like in 0365

– how to maintain and manage them

In this session we will go through setting up sensitivity labels and see them across 

multiple platforms ( Power BI, Azure Purview)



What are sensitivity labels?

• As the name implies they are Labels!

• Labels that can be applied to various things

– Office files (word, excel, power point)

– Power BI reports (.pbix)

• Can be used to provide additional protection (security)

“Information Protection helps organizations discover, classify, label, and protect sensitive documents and 

emails. Admins can define rules and conditions to apply labels automatically, users can apply labels 

manually, or a combination of the two can be used—where users are given recommendations on 

applying labels.”

Microsoft 365 guidance for security & compliance - Service Descriptions | Microsoft Docs



Licensing (urgh )

• Requires the E5 license*

https://www.microsoft.com/en-au/microsoft-365/enterprise/office-365-e5?activetab=pivot%3aoverviewtab

Multiple licensing scenarios 

depending on setup

- Power BI has specific requirements

See link at end of presentation for 

more options

Users need 

Power BI Pro 

or 

Premium Per User



Process

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-labels?view=o365-

worldwide#subscription-and-licensing-requirements-for-sensitivity-labels



SETUP & MANAGEMENT
O365 Admin Centre



https://portal.office.com/adminportal/home#/homepage







Create a label

Label properties 

(name, description)

Scope (files, groups & 

sites, Azure Purview / 

Azure SQL…)

Protection for files 

(encrypt, watermark)

Encryption (expiry, 

offline access, 

permission)

Publish



Publish a label (create a policy)

Which labels

Who has access to use the label (user(s)/group(s))

Policy Settings

Mandatory requirements – Emails/Documents/Power BI

Additional information



















































Label

Policy



Excel (store in blob storage)

Tenant without sensitivity labels setup

OR not signed in

Tenant with sensitivity labels setup



Apply sensitivity label



Apply sensitivity label



Word



Word

Watermark 
applied



Word



Power BI 

(Desktop/Service) – NOT Power BI Report Server

Dashboards Reports Datamarts Datasets

Dataflows Paginated reports* NOT workbooks

* apply via Power BI Service



Power BI Desktop

Tenant without sensitivity labels setup

Or not logged in

Tenant with sensitivity labels setup



Power BI



Power BI



Power BI Service – Setup



Information Protection



Power BI Service – Setup



Power BI Service – Setup



Power BI Service – Setup



Power BI Service – list view



Power BI Service – lineage view



Power BI Service - report



Power BI Service - report



Datamart



Datamart



Dashboard - new



Dashboard - continued



Paginated Report – Power BI Report Builder

Power BI Dataset
No sensitivity label 

information is 
shown



Power BI Report Builder



Paginated Report – apply in Power BI Service



Data Flows



Data Flows



Power BI – Export to Excel error



Excel file with sensitivity label applied doesn’t show 

sensitivity label in Power BI



Create report using dataset that has sensitivity label 

already applied



Create report using dataset that has sensitivity label 

already applied



Excel Analyse Power BI Dataset



Excel continued…



Power BI – Gotcha’s

• Power BI report can have a sensitivity label applied the workspace access is 

all that’s required to view the report.

• Power BI Export to Excel – this is where the sensitivity label kicks in

– If you don’t have access to the sensitivity label

• Data source sensitivity labels are inherited

– Where there are multiple the label priority determines which one

• B2B and multi-tenant scenarios not supported



Power BI – Gotcha’s part 2





Other considerations – Microsoft Docs

https://docs.microsoft.com/en-gb/power-bi/enterprise/service-security-sensitivity-label-overview#considerations-and-limitations



AZURE SQL



Azure SQL – add sensitivity label

• portal.azure

• Navigate to the Azure SQL resource

• Select Security > Data Discovery & 

Classification

• Select Classification

• Select Add classification

Sensitivity 
List not the 

same as 
O365



Azure SQL



Azure SQL – view labels



Azure SQL – add sensitivity labels

• portal.azure

• Navigate to the Azure SQL resource

• Select Security > Data Discovery & 

Classification

• Configure



Azure Purview (PREVIEW)

• Viewing Sensitivity Labels

• Automatically applying sensitivity labels



Azure Purview Data catalog



Power BI report shows sensitivity label



Power BI dataset shows sensitivity label



Power BI Excel Workbook – N/A in Purview



Azure SQL



Azure Blob – files with sensitivity label



with 
data

without 
data



Insights

https://docs.microsoft.com/en-us/azure/purview/sensitivity-insights
#:~:text=%20To%20view%20sensitivity%20labeling%20insights%3A%20%201,the%20Purview%20Sensitivity%20labeling%20insights%20report.%0ANote%0AIf...%20More%20

https://docs.microsoft.com/en-us/azure/purview/sensitivity-insights


Resources
• Licensing requirements for sensitivity labels

– https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-

365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-

guidance#information-protection-sensitivity-labeling

• Azure SQL

– https://docs.microsoft.com/en-us/azure/azure-sql/database/data-discovery-and-classification-overview

– https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-sensitivity-classifications-

transact-sql?view=sql-server-ver15

• Azure Purview auto labelling

– Info types https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-entity-

definitions?view=o365-worldwide

– https://docs.microsoft.com/en-us/azure/purview/how-to-automatically-label-your-content#autolabeling-for-

schematized-data-assets

https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance#information-protection-sensitivity-labeling
https://docs.microsoft.com/en-us/azure/azure-sql/database/data-discovery-and-classification-overview
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-sensitivity-classifications-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitive-information-type-entity-definitions?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/purview/how-to-automatically-label-your-content#autolabeling-for-schematized-data-assets


Recap

• Sensitivity label maintenance and management is through O365 Compliance

• We looked at how the sensitivity labels appear in

– Power BI

– Office

– Azure SQL

– Azure Purview

• Couple of gotchas
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